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1. FOREWORD

These investigation and prosecution guidelines have been designed for use
by the Crown Prosecution Service, Police and Trading Standards
Departments to assist in the investigation and prosecution of criminal cases
against those who infringe our member’s rights.

The BPI is a non profit making organisation and is mandated to give evidence
on behalf of our members. Our evidence is essential to show that both the
sound recordings and/or packaging, where appropriate, have been
reproduced without the copyright or trademark owner’s authority. The BPI,
acting on behalf of our members, i.e. the record companies, can provide
admissible evidence regarding the subsistence and ownership of copyright
and the lack of consent or licence given to an accused by the copyright
owners. The BPI can also provide admissible evidence of an accused’s lack
of consent or licence to use our member’s trademarks.

While the BPI have no statutory powers, we work closely with the Crown
Prosecution Service, Police, Trading Standards Authorities and HM Custom &
Excise by providing them with expertise, technical and legal advice in criminal
prosecutions.

Piracy costs the music industry hundreds of millions of pounds each year,
money which should go to those who created and produced the music.

Music pirates add nothing to the creative process of recording and producing
music. When a pirate copy is sold, money goes to criminals, many of whom
are closely linked to other organised criminal activities such as terrorism, drug
trafficking, pornography and money laundering.

I trust you will find these guidelines a valuable tool. If you require any further
advice or assistance in the investigation or prosecution of counterfeit cases or
require further copies of these guidelines then please do not hesitate to
contact myself or any of my team named on the following page.

David Wood
Director of Anti-Piracy
June 2009
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2. ABOUT THE BPI

BPI (British Recorded Music Industry) Limited

The BPI is the trade association to which the majority of the UK record
companies are members and is a non profit making organisation. It was set
up in 1972, with the principle aim to fight the growing problem of music piracy.
The Anti-Piracy Unit is a department within the BPI, which specialises in the
investigation of the various forms of music piracy which infringe the rights of
our member companies.

The BPI has over 460 members but for enforcement purposes also
represents all the members of the Phonographic Performance Limited (“PPL”)
which has over 6,000 members and the Association of Independent Music
Limited (“AIM”). The BPI APU seeks to protect the rights in the sound
recordings that are owned or controlled by BPI, PPL and AIM members who
between them are responsible for the production or distribution of over 85%
of records in the UK.

The BPI, PPL and AIM represent the record companies and those artists
which are exclusively signed to record companies. The members
manufacture the ‘physical product’ i.e. ‘sound recordings’ and the BPI is
mandated to give evidence in relation to the infringement of those sound
recordings, whether it is in a physical or digital format. The BPI is also
mandated through the record companies and trademark agents, to give
trademark evidence on behalf of their members.

Therefore the BPI, acting on behalf of the members, can attend Court and
state that they have examined the exhibits (Optical Digital Discs or digital
sound recordings) and can confirm that they are in fact infringing copies.

The performer of music has the exclusive right to record and issue copies of
the recording of the performance. The majority of performers enter into
exclusive recording contracts with their record companies who then acquire
similar rights. A record company owning such a contract has the exclusive right
to make recordings of those performances, to the exclusion of everyone
including those performers. This means a performer cannot give permission to
make a recording without the permission of the record company to whom they
are contracted.
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When a performance is recorded with the consent of the performer and
record company, the producer of the recording (i.e. the record company)
owns the primary copyright in the sound recording. This means that only the
record company can copy and issue copies of that recording. The BPI then
represents the record company with regard to their primary copyright. There
is also a secondary copyright i.e. “The Musical Works'’. This is the copyright of
the Authors and Composers and relates to the song performed.

The BPI, although not a statutory authority or public body, as a private
company, works within the spirit of the Regulation of Investigatory Powers Act
2000 (RIPA).

Counterfeiting: This is the unauthorised copying of the sound of the original
recording, as well as the artwork, label, trademark and packaging of a legitimate
recording. The aim of making counterfeits is to mislead consumers and make
them think they are buying the genuine article, even though the sound quality is
usually inferior.

Pirate Recordings: These are unauthorised duplications of music from
legitimate recordings for commercial gain without the permission of the rights
owner. Pirate CDs may be compilations of tracks which have not been released
together before. The packaging and presentation of a pirate copy does not
usually resemble a legitimate commercial release.

Bootlegging: Unauthorised copies of live performances are commonly known
as ‘Bootlegs’, which consist of unauthorised recordings, usually of live concerts
recorded secretly either in the auditorium or taken from a radio or television
broadcast. Sometimes bootlegs consist of studio recordings such as demos,
rehearsals, outtakes which are alternative, unreleased versions of released
recordings or incomplete recordings which, for example, have no vocals.
Bootlegs often use unlikely or outlandish record company names, which are
recognised as not being part of the legitimate industry. Bootlegs are bought by
fans of particular artists, or genre of music. The artists tend to be those who
have had a long career of making records and live performances.
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3. CONTACT DETAILS:

BPlI APU

DAVID WOQOD DIRECTOR OF ANTI-PIRACY

London Office: 020 7803 1331
E-mail david.wood@bpi.co.uk

HELEN SAUNDERS HEAD OF INTERNET INVESTIGATIONS

London Office: 020 7803 1396
E-mail helen.saunders@bpi.co.uk

TONIA LEE INVESTIGATION SUPPORT OFFICER

London Office: 020 7803 1332
E-mail tonia.lee@bpi.co.uk

DEREK VARNALS TECHNICAL ADVISOR

London Office: 0207 803 1333
E-mail derek.varnals@bpi.co.uk

TOM DEMPSTER INTEL MANAGER

Mobile: 07795 358509
London Office: 020 7803 1332
E-mail tom.dempster@bpi.co.uk

CHRIS SHEEHAN SENIOR INVESTIGATOR (SOUTH EAST)

Mobile: 07900 683272
London Office: 020 7803 1332
E-mail chris.sheehan@bpi.co.uk

DEBRA KILLICK SENIOR INVESTIGATOR (SOUTH EAST)

Mobile: 07860446020
London Office: 020 7803 1332
E-mail debra.killick@bpi.co.uk
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MARTIN ROBERTS SENIOR INVESTIGATOR (NORTH WEST)

Mobile: 07810 544876
London Office: 020 7803 1332
E-mail martin.roberts@bpi.co.uk

JO-ANN GWYNNE SENIOR INVESTIGATOR (WALES & SOUTHWEST)

Mobile: 07771 998839
London Office: 020 7803 1332
E-mail jo-ann.gwynne@bpi.co.uk

CHRIS P GREEN INTERNET INVESTIGATIONS & TECHNOLOGY
EXECUTIVE

Mobile: 07881 812494
London Office: 020 7803 1313
E —mail chrisp.green@bpi.co.uk

MARK RAMPTON INTERNET INVESTIGATOR

Mobile: 07920 116901
London Office: 020 7803 1335
E —mail mark.rampton@bpi.co.uk

PARVEZ SIDDIQUI INTERNET INVESTIGATOR

Mobile: 07920 116847
London Office: 020 7803 1335
E —mail mark.rampton@bpi.co.uk
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4. WHAT THE BPI CAN DO FOR YOU

e The BPI will offer advice and assistance on a practical level.

e Provide advice and assistance in any enquiry or in relation to any
intelligence concerning the manufacture, sale or distribution of
counterfeit music whether it is in a physical or digital format.

e Where necessary, carry out test purchases and provide a full evidence
package which would include a statement to evidence the test
purchase, one to explain why the exhibit is infringing and a copyright
and or trademark statement depending on what is required.

e Accompany officers executing warrants and give practical advice on
the discs / computer equipment found, identification, collection and
packaging of relevant exhibits. (This can be authorised in a search
warrant granted under section 109 of the Copyright, Designs and
Patents Act 1988).

e When a seizure has been made, an experienced BPI investigator can
be contacted and will attend at the Police Station / Trading standards
office. They will either examine on site or remove all the exhibits for
examination and if necessary store them in secure accommodation
until the trial.

e If required, using the exhibit references, each individual exhibit can be
numbered and scheduled onto a ‘Master Exhibit Schedule’. This
ensures continuity of all the exhibits from seizure to trial.

e A full detailed examination will then be carried out of all the music
exhibits.

e A full evidential package will then be supplied to the reporting officer in
hard copy and when required on digital disc. This will include, when

required:

o Full Charges relevant to the particular case
o Summary of Evidence
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o Summary of Computer Forensic Report, (where computers have
been seized)

All relevant Industry Statements

Master Exhibit Schedule

BPI (music) Exhibit Schedule

BPI Copyright Schedule

BPI Trademark Schedule

Miscellaneous Exhibit Schedule

Case Statistics

Photograph Files (sample photographs from raid, sample
photographs of exhibits taken during examination, sample
photographs of other pieces of evidential value found during the
examination)

o Trademark Certificates

o Copyright Evidence

0O 0O O 0O 0O 0O O O

In ‘Bootleg’ cases the BPI will supply full statements from the relevant
record companies / artists to support the charges.

They will also instruct independent qualified and authorised computer
forensic experts to provide a full forensic evidence report for Court in
respect of any computer, hard drive, memory card etc seized during
the operation.

The BPI will thereafter liaise and supply support and assistance to the
Crown Prosecution Service or Local Authority Legal Team.

The BPI will also supply legal advice, support and training where
necessary.
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5. EVIDENCE REQUIRED

WHAT OFFENCES ARE RELEVANT?

e Trademarks Act 1994 — Section 92

e Copyright Designs and Patents Act 1988 — Sections 107 & 198
e Conspiracy to defraud, contrary to Common Law

e Fraud Act 2006 — Sections 2,6 & 7

e Proceeds of Crime Act 2002 — Section 328

WHAT EVIDENCE IS REQUIRED?
TRADEMARKS ACT 1994 — SECTION 92
To prove a trademarks offence there are two elements:

a) The existence and registration of the trademark i.e. the name of the
band, artist or the record company or logo. This is proved by obtaining
a certified copy of the trademark certificate from the ‘UK Intellectual
Property Office’ (formerly the Patents Office). This is a self proving
document.

b) Lack of consent — You have to prove that the accused was not
authorised to reproduce the trademark. This is proved by obtaining a
withess statement from the trademark owner or representative
confirming that they have checked their business records and that they
do not contain any consent for the accused to reproduce, create,
replicate or apply any registered trademark held by them.

COPYRIGHT DESIGNS AND PATENTS ACT 1988 — SECTIONS 107 & 198
To prove copyright offences you have to prove:

a) That the CDs / DVDs or digital files are infringing copies.

b) The subsistence and ownership of the copyright in the sound

recording, which has been copied onto the CD / DVD or digitally
distributed.
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c) The release date and place of first publication of each copyright.

d) The lack of consent — You have to prove that the accused was not

authorised to reproduce the sound recording. This is proved by
obtaining a witness statement from the copyright holder, confirming
that they have checked their business records and that they do not
contain any consent for the accused to a) make for sale or hire, or b)
import into the United Kingdom otherwise than for his private and
domestic use, or c) possess in the course of a business with a view to
committing any act infringing the copyright, or d) in the course of a
business, sell or let for hire, or offer or expose for sale or hire, or
exhibit in public, or distribute, or e) distribute otherwise than in the
course of a business to such an extent as to affect prejudicially the
owner of the copyright, an article which is, and which he knows or has
reason to believe is, an infringing copy of a copyright work.

CONSPIRACY TO DEFRAUD:

There are four elements to be proved:

a) The accused agreed with at least one other to embark on a course of

conduct.

b) At the time the agreement was formed the accused intended to act in

accordance with the agreement.

c) The course of conduct that the conspirators agreed and intended to

embark upon puts at risk the interests of the Intellectual Property
owners.

d) The accused knew or believed that he had no right or authority to

deprive the pleaded victims or put their interests at risk.

FRAUD ACT 2006

(Replaces previous ‘deception’ offences under the Theft Act 1968-1996)
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Fraud by false representation (Section 2)
The elements of the offence are that the Defendant:

a) made

b) a false representation

c) dishonestly

d) knowing that the representation was or might be untrue or misleading

e) with intent to make a gain for himself or another, to cause loss to
another or to expose another to risk of loss.

The offence is entirely offender focused. It is complete as soon as the
Defendant makes a false representation, provided that it is made with the
necessary dishonest intent. It differs from the deception offences in that it is
immaterial whether or not any one is cognisant of the representation,
deceived or any property actually gained or lost.

Possession of articles for use in fraud (Section 6)
The elements of the offence are that the Defendant:

a) had possession or control of
b) an article
c) for use in the course of or in connection with any fraud.

Making or supplying articles for use in frauds (Section 7)
The elements of the offence are that the Defendant:

a) makes, adapts, supplies or offers to supply any article

b) for use in the course of or in connection with fraud

c) knowing that it is designed or adapted for use in the course of or in
connection with fraud (Section 7 (1) (a)) or

d) intending it to be used to commit, or assist in the commission of, fraud
(Section 7 (1) (b)).
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PROCEEDS OF CRIME ACT 2002
S.328

Section 328 provides that “a person commits an offence if he enters into or
becomes concerned in an arrangement which he knows or suspects
facilitates (by whatever means) the acquisition, retention, use or control of
criminal property by or on behalf of another person.”

S.329

Section 329 covers acquisition, use and possession.

A person commits an offence if he—

(@) acquires criminal property;
(b) uses criminal property;
(c) has possession of criminal property.

The basic element of these offences is that the defendant acquires criminal
property namely the proceeds from the sale of counterfeit goods.

WHO CAN PROVIDE THIS EVIDENCE?
For Trademark Offences:

e The BPI will examine the discs and confirm that they are infringing
copies. They will confirm which discs give rise to trademark offences
and the existence and registration of the trademark. They will then
obtain certified copies of the relevant trademark certificates.

e The BPI will then confirm that the accused were not authorised to
reproduce the trademark by contacting all the record companies or
band / artist representatives and obtaining a witness statement
confirming that they have checked their business records and that they
do not contain any consent for the accused to reproduce, create,
replicate or apply any registered trademark held by them.
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For Copyright Offences:

e The BPI will examine the discs and confirm that they are infringing
copies. Over and above the visual examination of the CDs / DVDs and
their related print work, they will also play each disc individually in a
computer / CD player to confirm whether they contain the sound
recordings as described on the print work and that all these sound
recordings belong to members of the BPI. The BPI witnesses will then
access the ‘PPL Repertoire Data Base’ and obtain the necessary
information to prove the copyright in each individual sound recording.

e The aforementioned data base is maintained by the Phonographic
Performance Limited (PPL). The ‘PPL Repertoire Data Base’ is a PPL
funded initiative, which creates the UK Recording Industry's track level
sound recording Data Base providing a "one stop drop" for sound
recording data requirements.

e PPL is a music industry collecting society representing over 3,300
record companies from the large multi-nationals to the small
independents. They collect licence fees from broadcast and public
performance users on behalf of the record companies. The licence fee
revenue, after deduction of running costs, is then distributed to their
record company members and to performers.

e PPL grant licences for the use of sound recordings in the UK to all
broadcasters, which includes the BBC (television and radio),
Independent television broadcasters and production companies,
commercial radio and cable and satellite channels.

e The data base contains a large amount of detail on all sound
recordings including details of each track on an album, the title, artist,
catalogue number, release date, place of 1 publication, the different
formats in which the recording was released, the copyright proprietors
details, the trademark proprietors details, the number of tracks, the
price and the source of the data. The information contained in the data
base is supplied by the royalties departments at all the record
companies.
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e The person, or supplier of this information, had or may reasonably be
supposed to have had, personal knowledge of the matters and the
information supplied.

e The BPI Anti-Piracy Unit, for enforcement purposes, represents PPL
and all its members and are authorised to access the information
contained on the ‘PPL Repertoire Data Base’ and speak to its content
on behalf of the record companies.

e The BPI will then confirm that the accused were not authorised to
reproduce the copyright by contacting all the record companies or
band / artist representatives.

For Bootleg Offences:

Section 198 of the Copyright, Designs and Patents Act 1988 deals with the
criminal liability for dealing with or using lllicit recordings.

In bootleg cases the BPI will contact the artist / record company and obtain
additional evidence. Bootlegs are unauthorised recordings of live
performances, usually recorded secretly in the auditorium or television
broadcasts, studio recordings, demos, rehearsals, outtakes etc. Statements
will therefore be obtained from the artist / record company confirming that
they have the exclusive recording rights and that no consent had been given
to the accused to produce these.
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6. LEGISLATION / PENALTIES / SEARCH WARRANTS / FORFEITURE

WHAT OFFENCES ARE RELEVANT?

Trade Marks Act 1994 — Section 92

Copyright, Designs and Patents Act 1988 — Sections 107 & 198
Conspiracy to defraud, contrary to Common Law

Fraud Act 2006 — Sections 2,6 & 7

Proceeds of Crime Act 2002 — Section 328 & 329

Trade Marks Act 1994 — Relevant Sections:

Section 92 — Unauthorised use of trade marks in relation to goods

Section 92 (1) A person commits an offence who with a view to gain for
himself or another, or with intent to cause loss to another, and without the
consent of the proprietor:-

(a) applies to goods or their packaging a sign identical to, or likely to be
mistaken for, a registered trade mark, or

(b) sells or lets for hire, offers or exposes for sale or hire or distributes
goods which bear, or the packaging of which bears such a sign, or

(c) has in his possession, custody or control in the course of a business
any such goods with a view to the doing of anything, by himself or
another, which would be an offence under paragraph (b).

Section 92 (3) A person commits an offence who with a view to gain for
himself or another, or with intent to cause loss to another, and without the
consent of the proprietor:-

(a) makes an article specifically designed or adapted for making copies
of a sign identical to, or likely to be mistaken for, a registered trade
mark, or

(b) has such an article in his possession, custody or control in the course
of a business,

knowing or having reason to believe that it has been, or is to be, used to
produce goods, or material for labelling or packaging goods, as a business
paper in relation to goods, or for advertising goods.
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Section 92 (3) creates an offence in respect of any seized computers,
laptops, memory sticks, hard drives etc. that have been used to manufacture
infringing CDs / DVDs and packaging.

Defences:

Whilst the ultimate burden of proving the offence rests on the prosecution, an
accused person may not be convicted if they satisfy the court that they
believed, on reasonable grounds, that the goods were genuine.

Penalties:

Section 92 (6)

A person guilty of an offence under this section is liable:-

(&) on summary conviction to imprisonment for a term not exceeding six
months or a fine not exceeding the statutory maximum, or both;

(b) on conviction on indictment to a fine or imprisonment for a term not
exceeding ten years, or both.

Copyright, Designs and Patents Act 1988 — Relevant Sections:

Section 107 — Criminal liability for making or dealing with infringing
articles.

Section 107 (1)

A person commits an offence who, without the licence of the copyright
owner:-

(a) makes for sale or hire, or

(b) imports into the United Kingdom otherwise than for his private and
domestic use, or

(c) possesses in the course of a business with a view to committing any
act infringing the copyright, or

(d) in the course of a business:-
® sells or lets for hire, or

(i) offers or exposes for sale or hire, or
(i) exhibits in public, or
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(iv)  distributes, or

(e) distributes otherwise than in the course of a business to such an
extent as to affect prejudicially the owner of the copyright.

an article which is, and which he knows or has reason to believe is, an
infringing copy of a copyright work.

Section 107 (2)
A person commits an offence who:-
(a) makes an article specifically designed or adapted for making copies
of a particular copyright work, or

(b) has such an article in his possession,

knowing or having reason to believe that it is to be used to make infringing
copies for sale or hire or for use in the course of a business.

Section 107 (2A)

A person who infringes copyright in a work by communicating the work to the
public:-

(a) in the course of a business, or
(b) otherwise than in the course of a business to such an
extent as to affect prejudicially the owner of the
copyright,
commits an offence if he knows or has reason to believe that, by doing so, he
is infringing copyright in that work.
Section 198 — Criminal liability for making, dealing with or using illicit
recordings. (Bootlegs)
Section 198 (1)
A person commits an offence who, without sufficient consent:-

(a) makes for sale or hire, or

(b) imports into the United Kingdom otherwise than for his private and
domestic use, or
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(c) possesses in the course of a business with a view to committing any
act infringing the rights conferred by this Part, or

(d) in the course of a business:-
I. sells or lets for hire, or
ii. offers or exposes for sale or hire, or

iii. distributes,

a recording which is, and which he knows or has reason to believe is an illicit
recording.

Penalties:
Section 107 (4)

A person guilty of an offence under subsection 107(1)(a), (b), (d)(iv) or (e) is
liable:-

(&) on summary conviction to imprisonment for a term not exceeding six
months or a fine not exceeding the statutory maximum, or both;

(b) on conviction on indictment to a fine or imprisonment for a term not
exceeding ten years, or both.

Section 107 (5)
A person guilty of any other offence under this section is liable on summary
conviction to imprisonment for a term not exceeding six months or a fine not
exceeding level 5 on the standard scale or both.
Section 107 (4A)
A person guilty of an offence under subsection (2A) is liable:-
(a) on summary conviction to imprisonment for a term not exceeding three
months or a fine not exceeding the statutory maximum, or both;
(b) on conviction on indictment to a fine or imprisonment for a term not
exceeding two years, or both.

Section 198 (5)

A person guilty of an offence under subsection 198(1)(a), (b) or (d)(iii) is
liable:-
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(@) on summary conviction to imprisonment for a term not
exceeding six months or a fine not exceeding the statutory
maximum, or both;

(b) on conviction on indictment to a fine or imprisonment for a
term not exceeding ten years, or both.

Section 198 (6)
A person guilty of any other offence under this section is liable on summary

conviction to imprisonment for a term not exceeding six months or a fine not
exceeding level 5 on the standard scale or both.

Conspiracy to defraud, contrary to common law

It is an offence against the common law for two or more persons to agree to
embark upon a course of conduct, the effect of which will be to defraud
another or others. A person is defrauded when he is by dishonesty deprived
of something that is his or of something to which he is or would or might be
entitled. Scott v Metropolitan Police Commissioner (1974) 60 CR.AppR.124
H.L.

The offence of conspiracy to defraud is indictable only and carries a
maximum sentence of ten years imprisonment or a fine or both. (Section
12(3) Criminal Justice Act 1987).

Fraud Act 2006 — Relevant Sections:

Section 2 — Fraud by false representation
(1) A person is in breach of this section if he —
a) dishonestly makes a false representation, and
b) intends, by making the representation-
I.  to make a gain for himself or another, or
li. to cause loss to another or to expose another to a risk
of loss.

Section 6 — Possession etc. of articles for use in frauds

(1) A person is guilty of an offence if he has in his possession or under his
control any article for use in the course of or in connection with any fraud.
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Section 7 — Making or supplying articles in use for frauds

(1) A person is guilty of an offence if he makes, adapts, supplies or offers to
supply any article —

a) knowing that it is designed or adapted for use in the course of or in

connection with fraud, or
b) intending it to be used to commit, or assist in the commission of, fraud.

Penalties:
Section 1
A person guilty of an offence under Section 2 is liable:-

(a) on summary conviction to imprisonment for a term not exceeding
twelve months or a fine not exceeding the statutory maximum,
or both;

(b) on conviction on indictment to a fine or imprisonment for a term
not exceeding ten years, or both.

Section 6(2)
A person guilty of an offence under Section 6(1) is liable:-

(@) on summary conviction to imprisonment for a term not
exceeding twelve months or a fine not exceeding the statutory
maximum, or both;

(b) on conviction on indictment to a fine or imprisonment for a term
not exceeding five years, or both.

Section 7(2)
A person guilty of an offence under Section 7(1) is liable:-

(a) on summary conviction to imprisonment for a term not
exceeding twelve months or a fine not exceeding the statutory

maximum, or both;

(b) on conviction on indictment to a fine or imprisonment for a
term not exceeding ten years, or both.
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PROCEEDS OF CRIME ACT (POCA) 2002

Arrangements

Section 328

(1)

(2)

Acquisition,

Section 329

(1)

(2)

A person commits an offence if he enters into or becomes
concerned in an arrangement which he knows or suspects
facilitates (by whatever means) the acquisition, retention, use or
control of criminal property by or on behalf of another person.

But a person does not commit such an offence if—

(@) he makes an authorised disclosure under section 338
and (if the disclosure is made before he does the act
mentioned in subsection (1)) he has the appropriate
consent;

(b) he intended to make such a disclosure but had a
reasonable excuse for not doing so;

(c) the act he does is done in carrying out a function he has
relating to the enforcement of any provision of this Act or
of any other enactment relating to criminal conduct or
benefit from criminal conduct.

use and possession

A person commits an offence if he—

(@) acquires criminal property;

(b) uses criminal property;

(© has possession of criminal property.

But a person does not commit such an offence if—

(@) he makes an authorised disclosure under section 338
and (if the disclosure is made before he does the act
mentioned in subsection (1)) he has the appropriate
consent;

(b) he intended to make such a disclosure but had a
reasonable excuse for not doing so;

(© he acquired or used or had possession of the property for
adequate consideration;
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3)

(d)

the act he does is done in carrying out a function he has
relating to the enforcement of any provision of this Act or
of any other enactment relating to criminal conduct or
benefit from criminal conduct.

For the purposes of this section—

(@)

(b)

(©)

Interpretation

Section 340

(1)
(@)

or

3)

(4)

a person acquires property for inadequate consideration
if the value of the consideration is significantly less than
the value of the property;

a person uses or has possession of property for
inadequate consideration if the value of the consideration
is significantly less than the value of the use or
possession;

the provision by a person of goods or services which he
knows or suspects may help another to carry out criminal
conduct is not consideration.

This section applies for the purposes of this Part.

Criminal conduct is conduct which—

(@)

(b)

constitutes an offence in any part of the United Kingdom,

would constitute an offence in any part of the United
Kingdom if it occurred there.

Property is criminal property if—

(@)

(b)

it constitutes a person’s benefit from criminal conduct or it
represents such a benefit (in whole or part and whether
directly or indirectly), and

the alleged offender knows or suspects that it constitutes
or represents such a benefit.

It is immaterial—

(@)
(b)
(€)

who carried out the conduct;
who benefited from it;

whether the conduct occurred before or after the passing
of this Act.
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(5)

(6)

(7)

(8)
(9)

(10)

(11)

A person benefits from conduct if he obtains property as a result
of or in connection with the conduct.

If a person obtains a pecuniary advantage as a result of or in
connection with conduct, he is to be taken to obtain as a result
of or in connection with the conduct a sum of money equal to
the value of the pecuniary advantage.

References to property or a pecuniary advantage obtained in
connection with conduct include references to property or a
pecuniary advantage obtained in both that connection and some
other.

If a person benefits from conduct his benefit is the property
obtained as a result of or in connection with the conduct.

Property is all property wherever situated and includes—
(@) money;

(b) all forms of property, real or personal, heritable or
moveable;

(c) things in action and other intangible or incorporeal
property.

The following rules apply in relation to property—

(@) property is obtained by a person if he obtains an interest
in it;

(b) references to an interest, in relation to land in England

and Wales or Northern Ireland, are to any legal estate or
equitable interest or power;

(c) references to an interest, in relation to land in Scotland,
are to any estate, interest, servitude or other heritable
right in or over land, including a heritable security;

(d) references to an interest, in relation to property other
than land, include references to a right (including a right
to possession).

Money laundering is an act which—
(@) constitutes an offence under section 327, 328 or 329,

(b)  constitutes an attempt, conspiracy or incitement to
commit an offence specified in paragraph (a),

(c) constitutes aiding, abetting, counselling or procuring the
commission of an offence specified in paragraph (a), or

(d)  would constitute an offence specified in paragraph (a),
(b) or (c) if done in the United Kingdom.
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Penalties
Section 334

(1) A person guilty of an offence under section 327, 328 or 329 is
liable—

(@) on summary conviction, to imprisonment for a term not
exceeding six months or to a fine not exceeding the
statutory maximum or to both, or

(b)  on conviction on indictment, to imprisonment for a term
not exceeding 14 years or to a fine or to both.

(2) A person guilty of an offence under section 330, 331, 332 or
333 is liable—

(@ on summary conviction, to imprisonment for a term not
exceeding six months or to a fine not exceeding the
statutory maximum or to both, or

(b)  on conviction on indictment, to imprisonment for a term
not exceeding five years or to a fine or to both.

Search Warrants:

Search warrants can be applied for under:

Section 92A of the Trade Marks Act 1994 for offences in breach of Trade
Marks.

Section 109 of the Copyright, Designs and Patents Act 1988 for offences in
breach of section 107 of the act.

Section 200 of the Copyright, Designs and Patents Act 1988 for offences in
breach of section 198 of the act.
Forfeiture:

Copyright, Designs and Patents Act 1988 — Forfeiture of infringing copies etc

Section 114A(1) - In England and Wales the Court may make an order under
this section for the forfeiture of any:

(c) infringing copies of a copyright work, or

(b) articles specifically designed or adapted for making
copies of a particular copyright work.
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Copyright, Designs and Patents Act 1988 — Forfeiture of illicit recordings —

Section 204A(1) - In England and Wales the Court may make an order under
this section for the forfeiture of any illicit recordings.
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7. SPECIMEN CHARGES:

COPYRIGHT CHARGES: (MUSIC)

1) On (DATE) and other dates meantime unknown, within (LOCUS), you
(ACCUSED) did, without the licence of the copyright owners, make for
sale or hire, articles, namely, a quantity of digital discs, with music
content, which you know or had reason to believe are infringing copies
of a copyright work.

CONTRARY TO THE COPYRIGHT, DESIGNS AND PATENTS ACT
1988, SECTION 107(1)(a)

2) On (DATE) and other dates meantime unknown, within (LOCUS), you
(ACCUSED) did, without the licence of the copyright owners, in the
course of a business, distribute articles, namely (ENTER NUMBER OF
DISCS) digital discs with music content, which were and which you
knew or had reason to believe were infringing copies of a copyright
work.

CONTRARY TO THE COPYRIGHT, DESIGNS AND PATENTS ACT
1988, SECTION 107(1)(d)(iv)

3) On (DATE) and other dates meantime unknown, within (LOCUS), you
(ACCUSED) did, without the licence of the copyright owners, in the
course of a business, have in your possession, with a view to
committing an act infringing the copyright, articles, namely ( ENTER
NUMBER OF DISCS) digital discs with music content, which were, and
which you knew or had reason to believe were infringing copies of a
copyright work.

CONTRARY TO THE COPYRIGHT, DESIGNS AND PATENTS ACT
1988, SECTION 107(1)(c)

4) On (DATE) and other dates meantime unknown, within (LOCUS), you
(ACCUSED) did, without the licence of the copyright owners,
distribute, otherwise than in the course of a business, to such an
extent as to affect prejudicially the owner of the copyright, articles,
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namely digital music files, which were, and which you knew or had
reason to believe were infringing copies of a copyright work.

CONTRARY TO THE COPYRIGHT, DESIGNS AND PATENTS ACT
1988, SECTION 107(1)(e)

COPYRIGHT CHARGE: (MUSIC - BOOTLEGS)

5) On (DATE) and other dates meantime unknown, within (LOCUS), you
(ACCUSED) did, in the course of a business, without sufficient
consent of the performer or the copyright owners, distribute, articles,
namely (ENTER NUMBER OF DISCS) digital discs with music content,
which discs contained recordings, which were and which you knew or
had reason to believe were illicit recordings.

CONTRARY TO THE COPYRIGHT, DESIGNS AND PATENTS ACT
1988, SECTION 198(1)(d)(iii)

COPYRIGHT CHARGE: (COMPUTER EQUIPMENT)

6) On (DATE) and other dates meantime unknown, within (LOCUS),
you (ACCUSED) did, with a view to gain for yourself or another, or
with intent to cause loss to another, and without the consent of the
copyright owner, have in your possession, custody or control,
(SPECIIFY ITEMS e.g. 2 Computer Base Units, 3 Laptop Computers
and 2 Memory Sticks), specifically designed or adapted for making
copies of a particular copyright work, knowing or having reason to
believe that they are to be used to make infringing copies for sale or
hire or for use in the course of a business.

CONTRARY TO THE COPYRIGHT, DESIGNS AND PATENTS ACT
1988, SECTION 107(2) (b)

TRADEMARK CHARGE: (COMPUTER EQUIPMENT)

7) On (DATE) and other dates meantime unknown, within (LOCUS),
you (ACCUSED) did, with a view to gain for yourself or another, or
with intent to cause loss to another, and without the consent of the
proprietor, have in your possession, custody or control in the course
of a business, (SPECIFY ITEMS e.g. 2 Computer Base Units, 3
Laptop Computers and 2 Memory Sticks), specifically designed or
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adapted for making copies of a sign, identical to or likely to be
mistaken for a registered trademark.

CONTRARY TO THE TRADE MARKS ACT, 1994, Section 92(3)(b)

TRADEMARK CHARGES: (MUSIC)

8) On (DATE) and other dates meantime unknown, within (LOCUS),
you (ACCUSED) did, with a view to gain for yourself or another, or
with intent to cause loss to another, and without the consent of the
proprietors listed in column 1 of schedule 1 annexed hereto, have in
your possession, custody or control in the course of a business,
goods, namely the number of digital discs or artwork with music
content specified in column 2 of said schedule with a view of selling
or letting for hire, offering or exposing for sale or hire or distributing
by yourself or by another said goods which bear or the packaging of
which bears a sign identical to or likely to be mistaken for the
registered trademark specified in column 3 of said schedule.

CONTRARY TO THE TRADE MARKS ACT, 1994, Section 92(1)(c)

PLEASE NOTE: With trademarks you have to be specific in the
charge in specifying the trademark and the trademark proprietor.
Hence the reason for the charge schedule, whereas with copyright
these is no need to be specific and one charge covers all the
proprietors.

CONSPIRACY TO DEFRAUD CHARGE: (MUSIC)

9) You (ACCUSED) on divers days between the [insert start and finish
date] within the [LOCUS] and elsewhere conspired with [insert
names of co-conspirators] and persons unknown to defraud such
persons who have an interest in films/music/etc by
manufacturing/importing or selling illicit copies of films/music
recordings/etc

CONTRARY TO COMMON LAW
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8. WHAT IS AN MP3

“Moving Picture Experts Group Layer-3”

The ‘MP3’ format discs contain a collection of sound recordings which,
through the use of digital compression technology, are audio sources which
have been compressed into the smallest possible bandwidth by removing the
inaudible elements within the signal.

MP3s are generated when a computer user inserts a music CD into the CD-
ROM drive of their computer and runs a program that ‘rips’ the audio signals
in the tracks on the CD and compresses them into MP3 files. The MP3 files
can then be copied onto a CD-R or DVD-R. The difference between the
original audio CD and the CD-R / DVD-R is that the CD-R / DVD-R will carry
many more recordings because the audio has been compressed. Depending
on the size of the MP3 files on the finished disc, an MP3 compilation CD-R
may carry over 150 tracks equal to around 11 albums and up to 100 albums
or about 1300 tracks can be recorded onto a DVDR. The actual number of
albums is dependent on running time.

The UK record industry does not normally issue CDRs / DVDRs in the MP3

format to the public nor does it normally issue any form of CDRs DVDRSs to
the public.
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9. MUSIC UPLOADERS / FILESHARING / PEER TO
PEER NETWORKS

Peer-to-peer networks are widely used throughout the world. Internet users
can download free software applications (also known as "clients" or
"services") that enable them to connect to a particular peer-to-peer network
via the Internet. Once connected to a peer-to-peer network, users can copy
and communicate copies of sound recordings (and other file types, such as
videos) to other users of the same network directly (peer-to-peer) whilst also
being able to download and copy recordings from those other users.

An individual who makes recordings available on the Internet via a peer-to-
peer network is described as an "uploader’. To make the recordings
available, the uploader stores them on his computer and connects to a peer-
to-peer network via the Internet. An individual who downloads recordings
using a peer-to-peer network is described as a "downloader”. Many users of
peer-to-peer networks will be "uploaders” and "downloaders" in that they will
download recordings and make recordings available for download by other
peer-to-peer users (by maintaining their recordings on their computer in a
directory upon the computer that is accessible by other users of the same
peer-to-peer network).

Downloaders find copies of sound recordings by installing peer-to-peer
software (for example “Direct Connect” software) that enables them to search
the relevant parts of the computers of other users of the Direct Connect
network currently online.

In order for the Direct Connect peer-to-peer network to operate, the system is
organised into small separate communities of users that use a central “hub”
computer for each community or “hub” to enable users to search an index of
all recordings available from the computers of users operating within that
community or hub. Each hub has a unique identity. The computer operating
as the hub can operate using an Internet connection in the UK or elsewhere.

The software allows a user to select a hub or community that he or she
wishes to join and then to search by the name of an album, track or artist.
The software then provides a list of all files found on the particular hub that
match the search criteria. Often, a number of results for the search will be
identified.

Once the Direct Connect peer-to-peer user has identified which particular file
containing the sound recording he or she wants to request, he or she can
elect to download the recording. To undertake the download, the
downloader's computer issues a request to the uploader's computer for the
transfer of the recording made available by that uploader. The request for the
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particular recording and the delivery of the recording does not require the
operation of the central hub computer. Instead, the request for the recording
iIs made directly to the computer that is making the recording available and
that recording is then transmitted by that computer.

To transmit the recording (or file), it is broken down into pieces of data, known
as 'packets’. The language protocol that is used by the relevant software
enables the packets of data to be created and then recompiled following the
transfer.

In all cases, the computer that is identified as making the recording available
for download makes the whole of each of the sound recordings relied upon
available via the Internet and is responsible for making available the
recordings in question.

Filesharing is legislated under the following two sections;
Section 107 (1) (e) of the Copyright, Designs and Patents Act 1998:

A person commits an offence who, without the licence of the copyright owner,
distributes otherwise than in the course of a business to such an extent as to
affect prejudicially the owner of the copyright an article which is, and which he
knows or has reason to believe is, an infringing copy of a copyright work.

Section 107 (2)A of the Copyright, Designs and Patents Act 1998:

A person who infringes copyright in a work by communicating the work to the
public:

a) in the course of a business, or

b) otherwise than in the course of a business to such an extent as to
affect prejudicially the owner of the copyright,

commits an offence if he knows or has reason to believe that, by doing so, he
is infringing copyright in that work.

The Offences

The primary available offences with which uploaders may be charged and the
maximum available penalties are summarised in the table below.
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Communication to | S.107(2A) Either-way Summary Conviction: 3
the Public CDPA Months/£5,000 Fine
Indictment: 2

Years/Unlimited fine

Distribution S.107(2)(e) Either-way Summary Conviction: 6
CDPA Months/£5,000 Fine

Indictment: 10
Years/Unlimited fine

Copyright Offences

The CDPA 1988 provides that it is an offence to do certain acts in relation to
copyright works. The CDPA 1988 offences are all either way offences in
such that they may be tried on indictment or summary and the maximum
penalties will vary; depending upon whether there is an indictment or
summary conviction.

Communication to the Public

In respect of civil actions against those uploading sound recordings using
peer-to-peer networks, the BPI has successfully relied upon the provisions of
section 20 of the CDPA 1988 in establishing that an individual using a peer-
to-peer network to make available sound recordings infringes Section
16(1)(d) of the CDPA 1988.

There are three elements required to prove the offence under section
107(2A);

a) That copyright subsists in the work in question
b) That the accused communicated that work to the public,
c) The owner of copyright has not consented to that communication,

d) The communication was made in the course of a business or to
such an extent as to affect prejudicially the owner of copyright, and

e) The accused knew or had reason to believe that he was infringing
copyright in the work by communicating it in the manner
complained of.
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SUBSISTENCE OF COPYRIGHT

Whilst it is theoretically necessary to prove that copyright subsists in the
sound recordings about which complaint is made and that the works qualify
for protection, criminal courts will generally be happy to infer subsistence and
qualification unless challenged.

Evidence to establish subsistence will include:

A statement from the record company owner of the copyright in the sound
recording in question.

Whilst the presumptions in section 105(1) may not be relied upon in criminal
proceedings, the external packaging (i.e. inlay) of a CD is a business record
which is admissible pursuant to section 24 of the Criminal Justice Act 1988. It
is common for such inlays to display a ‘P’ notice and where they do, that may
be relied upon to prove the subsistence of copyright.

CONSENT

This would require a statement from the copyright owner (or from a BPI
employee who is able to assert that he is authorised to speak on behalf of the
membership) to the effect that no consent has been given for the
communication to the public of the recording by the individual
concerned/using the peer-to-peer network concerned.

COMMUNICATION

The prosecution are required to prove that the work in question was
communicated to the public. This ingredient encompasses two issues. First,
the identity of the work in question and second, the communication of that
work to the public.

The identification of the work about which complaint is made can be made by
a witness from the prosecution asserting that he has listened to the work and
can identify it.

It must then be proved that the work in question has been communicated to
the public. Whilst most criminal courts would be happy to infer this from the
title of the work, an A:B listening test or Audible Magic report should be used
to confirm that what was communicated was actually a copy of the work in
guestion.

Section 20 provides that the work is ‘communicated to the public’ for the
purposes of the Act if it is transferred to the public electronically. However,
the section then goes on to provide that the concept of "communication”
includes the making available of the work for electronic transmission in such a
way that members of the public may access it from a place and at a time
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individually chosen by them [added emphasis]. In other words, the
"communication” takes place both when the work is actually transferred and if
it is merely made available in the defined manner.

PREJUDICE

The communication must be to "such an extent as to affect prejudicially the
owner of copyright". This expression is also used in sections 23 and 107 of
the CDPA. Unfortunately, it is not defined.

Historically, non-commercial infringement could always amount to a civil
wrong. This principal was given statutory force by section 2(2) of the
Copyright Act 1911 which provided that copyright was infringed by
"distribution either for the purposes of trade or to such an extent as to affect
prejudicially the owner of copyright". Section 5(4) of the Copyright Act 1956
continued the tradition by preventing distribution "for the purposes of trade or
for other purposes, but to such an extent as to affect prejudicially the owner of
the copyright in question®.

In the absence of authority, the criminal courts will give a word its ordinary
meaning. The dictionary definition of ‘prejudicial’ includes damaging,
detrimental, harmful and injurious.

Clearly, there is no requirement that the damage be financial although a
financial loss would be enough and damage to the reputation of the copyright
owner would be sufficient. Similarly, there is no requirement that any harm or
damage has actually been suffered and the risk of future harm would be
sufficient. This view is reinforced by the terms of section 20. That is
because the offence in section 107(2A) may be committed by the actual
transmission of a work (which causes present harm) or the making
available of that work in the manner proscribed by section 20 (which
risks future harm). In other words, the offence can be complete even if
no copy of the work has been transmitted.

Whatever harm is complained of, whether present or future, it must be "to
such an extent as to affect" the copyright owner. This necessarily implies that
certain wrongs are of insufficient gravity to justify the imposition of liability. In
effect, the words do no more than give statutory force to the de minimis
principle that underlies the law.

The prejudice referred to in subsection (2A) must relate to the course of
conduct that is alleged in the charge. Thus, if the alleged offence concerns
one sound recording, the test of harm must be limited to the consequences
that flow from the communication of that single work.

The risks and potential consequences of placing one sound recording on a
network where it could be downloaded by tens of thousands of people are
obvious. There is a risk that an accused will seek to argue that the
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communication of sound recordings in this way is actually of no harm to the
industry and that it is in fact beneficial. This may lead to a battle of expert
evidence on this point. BPI should ultimately prevail in any such argument
given the research it has undertaken and the reality of the position for record
companies today.

MENS REA

The prosecution must prove that the defendant knew or had reason to believe
that he was infringing copyright in the work by communicating it in the manner
complained of. The criminal division of the Court of Appeal have not yet been
required to interpret this test.

In civil actions concerning the secondary infringement of copyright the
claimant is also required to prove that the defendant "knew or had reason to
believe" that the article was an infringing copy of a copyright work. See
sections 22 and 23 of the CDPA.

In L. A. Gear Inc v Hi-Tech Sports plc [1992] FSR 121 Morritt J. held at 129
"Nevertheless, it seems to me that "reason to believe" must involve the
concept of knowledge of facts from which a reasonable man would arrive at
the relevant belief. Facts from which a reasonable man might suspect the
relevant conclusion cannot be enough. Moreover, as it seems to me, the
phrase does connote the allowance of a period of time to enable the
reasonable man to evaluate those facts so as to convert the facts into a
reasonable belief." At 139 the Court of Appeal, Civil Division, accepted
Morritt J.’s formulation albeit without argument.

The Court of Appeal, Civil Division, in ZYX Music GmbH v King and others
[1997] 2 All ER 129 at 132b and 147a approved L.A. Gear and it was applied
at first instance in_Springsteen v Flute International Ltd [1999] E.M.L.R. 180
by Ferris J. at 229.

In Pensher Security Door Co. Ltd v Sunderland City Council [2000] R.P.C.
249 at 267/50 to 268/30 HHJ Maddocks (sitting as a deputy judge of the High
Court) applied the same objective test and this approach was approved by
the Court of Appeal, Civil Division, at 281/45 to 282/35.

An identical test is likely to be applied in crime. Accordingly, a prosecutor
Mmust prove:

the accused knew that he was infringing copyright in the works in question,
OR

the accused knew of certain facts and a reasonable person who knew of
those facts would have formed the belief that copyright was being infringed.
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Extracts from the relevant conditions of use of the peer-to-peer network in
question, press coverage concerning online infringement and the copyright
notices on legitimate recordings should also be relied upon in evidence.

DISTRIBUTION

Section 107(1)(e) of the CDPA provides for the offence relating to the
distribution of protected works, including sound recordings. It provides as
follows:

"A person commits an offence who, without the licence of the copyright
owner:

e) distributes otherwise than in the course of a business to such an extent
as to affect prejudicially the owner of the copyright

an article which is, and which he knows or has reason to believe is, an
infringing copy of a copyright work ..."

Section 107(4) further provides that the maximum penalties for a person
guilty of an offence under subsection (1)(e) are:

on summary conviction: imprisonment for a term not exceeding 6 months
and/or a fine not exceeding £5,000; or

on conviction on indictment: imprisonment for a term not exceeding 10 years
and/or an unlimited fine.

The conduct of an uploader that amounts to the communication to the public
offence contrary to s.107(2A) will also necessarily involve the commission of
the distribution offence contrary to s.107(1)(e).
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10. Multi Burner Overview

The forensic examination of computer equipment normally indicates that its
main usage is to copy, amongst other things, music CDs / DVD films. The
presence of multiple writers indicates copying on a scale beyond normal
domestic use.

The tower multi-burner is a fully self-contained duplicating system.

Units range from 2 bay to 12 bay and no PC host is required. The system is
controlled using a simple keypad & the menus are very intuitive, making the
DVD/CD duplicator easy to use. The system makes exact duplicates of CDs
and DVDs without the need for a PC or Software

There are many manufacturers of this type of equipment but all systems carry
out the main basic requirements.

s
=

Once a master has been read, the copy can be made. For large copy jobs,
the system keeps count of the copies made and any bad discs that were
rejected. With up to 9 drives writing CDs at 52x speed, 180 copies per hour
can be made from a CD master. If the master is smaller (i.e. contains less
than 650 MB of data), the copies per hour increase proportionally (40 DVDs
per hour).

Both the master and copy data CDs can be compared to give complete data
integrity assurance.

No user knowledge of formats (such as "Red Book", "Blue Book", "Orange
Book" etc.) is required. The system automatically analyses the master disc
and copies it byte for byte, block for block. This includes Audio tracks that
contain multiple indexes, MCN and ISRC codes and more.
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11. SUGGESTED INTERVIEW QUESTIONS

This is only a guideline and each case must be dealt with depending on its
particular circumstances.

Whilst each case is different, certain themes run through anti-piracy cases
which can be picked up in the tape recorded interview. Each question is an
opening and the suspect’s answers should be developed.

Do you understand what is meant by music piracy?

Did you copy these discs personally?

If not, where did you get them?

If down loaded, ask where, when and how done.

How much did you pay for them?

What price do you sell the discs?

What authority do you have to manufacture / sell / distribute music?
How do you manage to sell the discs so cheaply?

Why do you have multiple copies?

Are you aware that the discs are not genuine?

What computer equipment do you own?

Are your computers password protected?

If so, what are the passwords?

Do you work for yourself?

Who do you work for?

How much are you paid?

How do you obtain the goods?

How are you paid?

Do you appreciate that distributing copies / making music available on
the internet before they are officially released would cause lost sales to
the legitimate music and film companies?

The suspect should be shown samples of discs, invoices, artwork / covers
and other relevant exhibits found during any search. Questions should then
be asked and developed in relation to these.

All the usual questions you would ask in an interview concerning the business
activities under investigation should of course still be asked. If a suspect /
accused remains silent it is important that all of these questions are still put to
him.
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12. DISCLOSURE UNDER THE ENTERPRISE ACT 2002

The following provides a brief overview of the disclosure regime
introduced by the Enterprise Act 2002. Sections 237-244 came into force
on 20 June 2003 and permit, in circumstances as outlined below, the

police and other public authorities to disclose material to third parties.

Section 237 of the Enterprise Act 2002 prohibits the disclosure of ‘specified
information’ save as provided by the Act. ‘Specified information’ is that which
comes into the possession of a public authority (such as the police) in
connection with the exercise of any function defined in section 238. That
includes, pursuant to Schedule 14, the exercise of any function that is
exercised (by the police) in connection with the enforcement of the Copyright,
Designs and Patents Act 1988. Such material may be disclosed to a third
party for the purposes of any criminal proceedings, pursuant to section
242(1)(b).

237 (1) This section applies to specified information which relates
to—
(@) the affairs of an individual,
(b) any business of an undertaking.
(2) Such information must not be disclosed—
(@) During the lifetime of the individual, or
(b) while the undertaking continues in existence,

unless the disclosure is permitted under this Part.

238 (1) Information is specified information if it comes to a public
authority in connection with the exercise of any function it
has under or by virtue of—

(@) Partl,3,4,6,7and8;
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(b) An enactment specified in Schedule 14;
(c) such subordinate legislation as the Secretary of State
may by order specify for the purposes of this

subsection.

Schedule 14

Copyright, Designs and Patents Act 1988.

242 (1)

)

3)

244 (1)

(2)

(3)

A public authority which holds information to which section

237 applies may disclose that information to any person—

(@) in connection with the investigation of any criminal
offence in any part of the United Kingdom;

(b) for the purposes of any criminal proceedings there;

(c) for the purpose of any decision whether to start or bring
to an end such an investigation or proceedings.

Information disclosed under this section must not be used by

the person to whom it is disclosed for any purpose other

than that for which it is disclosed.

A public authority must not make a disclosure under this

section unless it is satisfied that the making of the disclosure

IS proportionate to what is sought to be achieved by it.

A public authority must have regard to the following
considerations before disclosing any specified information
(within the meaning of section 238(1)).

The first consideration is the need to exclude from disclosure
(so far as practicable) any information whose disclosure the
authority thinks is contrary to the public interest.

The second consideration is the need to exclude from
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disclosure (so far as practicable)—

(@) commercial information whose disclosure the authority
thinks might significantly harm the legitimate business
interests of the undertaking to which it relates, or

(b) information relating to the private affairs of an individual
whose disclosure the authority thinks might significantly
harm the individual's interests.

(4) The third consideration is the extent to which the disclosure
of the information mentioned in subsection (3)(a) or (b) is
necessary for the purpose for which the authority is

permitted to make the disclosure.
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